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What is threshold 
cryptography? 

  
Some applications: 
▪ Shared wallets 
▪ Digital identity 
▪ Encrypted mempools 
▪ Integration in TLS 
▪ More…A

B

C



FROST2 (warm up)
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Preprocess(i) 
1.eᵢ,sᵢ  
2.Eᵢ,Sᵢ  [eᵢ]P,[sᵢ]P 
3.out ppᵢ=(Eᵢ,Sᵢ)

← ℤp
←

Sign(m,(ppⱼ)ⱼ) 
1.r = H(vk,m,(ppᵢ)ᵢ  
2.R = Σ Eᵢ + [r]Sᵢ 
3.c = H(R,m) 
4.out zᵢ = eᵢ + rᵢsᵢ + c λᵢskᵢ

)

Combine(m,(zⱼ)ⱼ) 
1.get R as in Sign  
2.out (c, Σ zⱼ)

Verify(m,z,pk) 
1.c’ = H([z]P - [c]pk,m)  
2.out c == c’

c λᵢ are Lagrange coefficients: 
Σ λᵢ skᵢ = sk

Random 
combination  
of points

Komlo C, Goldberg I. FROST: Flexible round-optimized Schnorr threshold signatures. 
Crites E, Komlo C, Maller M. How to prove schnorr assuming schnorr: Security of multi-
and threshold signatures

pp :  E = <P> group of size p 
[x]P : multiplication of P by x



What can FROST do
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▪! Partially non interactive threshold signing 
▪! Stronger unforgeability guarantees 
▪! Verification of pre-signatures 
▪! Distributed Key Generation 
▪! Proactive Refresh 
▪! Scalability to large thresholds 
▪⚙ Extensive research on adaptive security
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What is threshold 
cryptography? 

  
Some applications: 
▪ Shared wallets 
▪ Digital identity 
▪ Encrypted mempools 
▪ Integration in TLS 
▪ More…A

B

C



NIST First Call for Multi-Party Threshold Schemes 
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The NIST Threshold Call is expected to motivate broad community 
engagement, to result  in a diverse set of high-quality submission 
packages that propose the consideration of  pertinent crypto-
systems. […] The result of this process will inform the development 
of future NIST recommendations and processes.

The scope-inclusion of post-quantum (PQ) and quantum-vulnerable  
(QV) techniques will enable an observation of the feasibility “gap”  
between PQ and QV solutions, which is especially relevant in the 
setting of PQC-migration.  

Luís T. A. N. Brandão René Peralta , “NIST First Call for Multi-Party  Threshold Schemes”



Overview of the NIST call
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First batch of previewed schemes in Jan

9 Luís T. A. N. Brandão, “Introduction to MPTS 2026: NIST Workshop on Multi-Party Threshold Schemes 2026
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Tanuki

HermineMacaw

Amber

LEAST

Kea

Mithril
Quorus

Vinaigrette

Trilitium

Kakapo PiVer

Disclaimer: the presenter only worked on underlined schemes, but we will 
speak about the one highlighted in blue to show a interesting variety of schemes

PQ submissions



Generic constructions 
from lattices
Mithril, Hermine, Tanuki



Notation on lattices
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▪ (M)LWE: t looks random 
▪ (M)SIS: is difficult to find a short vector s

t = A s 
Short vector

Random matrix

Defined over a ring

Lyubashevsky V. Basic Lattice Cryptography.



Mithril (threshold ML-DSA)
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Preprocess(i) 
1.sample sᵢ short  
2.wᵢ ← A sᵢ 
3.cmᵢ ← Cmt(wᵢ) 
4.out (cmᵢ)

Sign2((wⱼ)ⱼ,m) 
1.w = Σ wⱼ 
2.c = H(w,vk,msg) 
3.zi = Rej(cλᵢskᵢ,sᵢ) 
4.require zᵢ not  
5.out zᵢ = cλᵢskᵢ + sᵢ

⊥

Combine(…) 
1.get R as in Sign  
2.z = Σ zᵢ 
3.require |z|<B 
4.out (c,z)

Sign1((cmⱼ)ⱼ,m) 
1.collect all cmⱼ 
2.out wᵢ

Sign2 can be run  
in parallel

Combine 
cannot 
be run in 
parallel

Not the 
same 
rejection as 
in ML-DSA

We need  λᵢ = 1 and skᵢ small
Celi S, del Pino R, Espitau T, Niot G, Prest T. 
Efficient Threshold ML-DSA.



What Mithril can and cannot do 

14

▪# Average of 6 rounds  
▪☀ Compatibility w/ ML-DSA verification and security 
▪! Distributed Key Generation 
▪# Handle up to 6 users



Evolution of  
Th-Raccoon
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Raccoon:  
Masking friendly  
lattice signature 
w/ hintMLWE

Th-Raccoon: 
Masking + 
masking

Ringtail & EKT24 
2 round signing 
w/ AOMSIS

Hermine 
Short sharing

Tanuki 
Shamir sharing

T. Espitau, S. Katsumata, and K. Takemure. Two-round threshold signature from algebraic one-
more learning with errors. 
Del Pino R, Katsumata S, Maller M, Mouhartem F, Prest T, Saarinen MJ. Threshold raccoon: 
Practical threshold signatures from standard lattice assumptions. 
del Pino R, Espitau T, Katsumata S, Maller M, Mouhartem F, Prest T, Rossi M, Saarinen MJ. 
Raccoon. 



Tanuki
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Sign(m,skᵢ,(ppᵢ)ᵢ) 
1.(βᵤ)ᵤ = H(vk,mes,(ppᵢ)ᵢ) 
2.R = Σ βᵤwᵢᵤ 
3.c = H(R,vk,msg) 
4.out zᵢ =  Σ βᵤrᵢᵤ + c λᵢskᵢ + mask   

Combine(…) 
1.get R as in Sign  
2.out (c, Σ zᵢ)

Verify(m,z,pk) 
1.c’ = H(Az - cpk,m)  
2.out c == c’

Preprocess(i) 
1.sample (rᵢᵤ)ᵤ short vectors 
2.for u : wᵢᵤ=Arᵢᵤ 
3.out ppᵢ=(wᵢᵤ)ᵤ

c λᵢ skᵢ is large  
> we need to mask itWhat makes zᵢ different from random?

Luís T. A. N. Brandão René Peralta , “NIST First Call for Multi-Party  Threshold Schemes”

Boschini C, Kaviani D, Lai RW, Malavolta G, Takahashi A, Tibouchi M. Ringtail: practical two-round 
threshold signatures from learning with errors.  
Cecilia Boschini, Thomas Espitau, Aaron Kaiser, Shuichi Katsumata, Darya Kaviani, Russell W.F. Lai, Giulio 
Malavolta, Thomas Prest, Peter Schwabe, Akira Takahashi, Kaoru Takemure, Mehdi Tibouchi , “Tanuki” 



What TANUKI can (and cannot) do 
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▪! Partially non interactive threshold signing 
▪% Verification of pre-signatures w/ NIZK 
▪⚙ Adaptive security (in progress) 
▪& Can handle very large thresholds > 1024



Hermine
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Preprocess(i) 
1.sample (rᵢᵤ)ᵤ 
2.for u wᵢᵤ=Arᵢᵤ 
3.out ppᵢ=(wᵢᵤ)ᵤ

Sign(m,skᵢ,(ppᵢ)ᵢ) 
1.(βᵤ)ᵤ = H(vk,mes,(ppᵢ)ᵢ  
2.R = Σ βᵤwᵢᵤ 
3.c = H(R,vk,msg) 
4.out zᵢ =  Σ βᵤrᵢᵤ + cλᵢskᵢ

)

Combine(…) 
1.get R as in Sign  
2.out (c, Σ zᵢ)

Verify(m,z,pk) 
1.c’ = H(Az - cpk,m)  
2.out c == c’

No mask:  zᵢ has “meaning” We use c λᵢ of short norm,  
no need for a mask

Borin G, Celi S, del Pino R, Espitau T, Katsumata S, Niot G, Prest T, Takemure K. 
Hermine: An Efficient Lattice-based FROST-like Threshold Signature. 



Recursive/Vandermonde 
Secret Sharing
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x = x3 + x2 + x6 
  = x1 + x5 + x9 
  = x4 + x7 + x10 
  = x1 + x8 + x11

Yvo Desmedt, Giovanni Di Crescenzo, and Mike Burmester. “Multiplicative Non-abelian Sharing Schemes and their Application to Threshold Cryptography” 
Ronald Cramer and Serge Fehr. “Optimal Black-Box Secret Sharing over Arbitrary Abelian Groups”.

Vandermonde identity



What can Hermine do
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▪! Partially non interactive threshold signing 
▪! Stronger unforgeability guarantees (TS-UF-2) 
▪& Non interactive verification of pre-signatures 
▪! Distributed Key Generation 
▪! Proactive Refresh 
▪# Handle up to 64 users



Sizes

21 Luís T. A. N. Brandão René Peralta , “NIST First Call for Multi-Party  Threshold Schemes”



Generic constructions 
from group actions
Macaw (PQarrots) and LEAST
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G × X → X
(a, x) ↦ a ⋆ x

a ⋆ (b ⋆ x) = (ab) ⋆ x
a ⋆ (a−1 ⋆ x) = x

Properties 
it needs to 

satisfy

Given: ,  
Find:  

x a ⋆ x ∈ X
a ∈ G

gaDLOG

Group: 
set with an 
associative 
invertible 
operation

Set

Navid Alamati, Luca De Feo, Hart Montgomery, and Sikhar Patranabis. “Cryptographic Group Actions and Applications”



Supersingular curves

Isogeny Group Action
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History of  
isogenies

06 09 18 23 24 25 2611 2019

(qt-)PEGASIS

KLaPoTi

PQarrots
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SIKE SQIsign v1

CSI-FiShSeaSign

Sto06

CGL

Cou06

POKE

(Q)FESTA

PRISM

SQIsign v2

CSIDH

Feo-Kie-Smi18

Clapoti

SIKE death

Threshold  
group actions



Macaw
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Preprocess(i, pmᵢ₋₁) 
1.for k in [1,…,r]:  

1.sample hiᴷ in G 
2.xᵢᴷ  hᵢᴷ⋆xᵢ₋₁ᴷ 

2.sample sᵢ 
3.cᵢ  Cmt(sᵢ) 
4.out pmᵢ = (xᵢᴷ), cᵢ

←

←Sign2(m,skᵢ,…) 
1.R = (xᴷ)ᴷ,  
2.get salt = Σ sᵢ 
3.require all xiᴷ valid 
4.(cᴷ)ᴷ = H(R,vk,msg,salt) 
5.for k in [1,…,r]: 

1.zᵢᴷ = hᵢᴷ · skᵢ^(-cᴷ λᵢ) 
6.out (zᵢᴷ)ᴷ 

Combine((zᵢᴷ)ᴷᵢ) 
1.get c as in Sign  
2.zᴷ = Π zᵢᴷ 
3.out (c,salt,(zᴷ)ᴷ)

Sign1(m,(pmᵢ)ᵢ) 
1.Collect all xᴷ and cᵢ 
2.Out sᵢ

Low soundness protocol!

Need to be 
authenticated: 
1. NIZK 
2. Private coin proofs

We need c λᵢ integers! We need different secret sharings

Sequential preprocessing

De Feo L, Meyer M. Threshold schemes from isogeny assumptions

Lof of isogenists 
 “PQarrots: Macaw, Kea and Kakapo” 
https://csrc.nist.gov/csrc/media/
Projects/threshold-cryptography/
documents/TCall-1/PQarrots-PW01.pdf



What Macaw can (or cannot) do 
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▪% 2 online rounds + T preprocessing 
▪% Distributed Key Generation (costly) 
▪! Handle up to t < 32 
▪% Verification of pre-signatures w/ NIZK 
▪! Description only in terms of group actions 
▪⚙ Costly isogeny evaluations, less compact
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Same classical security as SQIsign NIST I, III, V

Group action operation median of 100 runs on a i7-11850H with turboboost disabled with 2.5 GHz clock speed, implementation of the scheme from: 
Pierrick Dartois, Jonathan Komada Eriksen, Riccardo Invernizzi, and Frederik Vercauteren. qt-Pegasis: Simpler and Faster Effective Class Group Actions

Group action evaluation estimates
▪ The Group Action is commutative, so quantum sub-exponential 
algorithms applies 

▪ The cost needs to be concretely evaluated, we can’t agree on that
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Signature sizes trade-offs

WIP: compression by ~30%



LEAST (non commutative actions)
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Signj(pm₂ᵢ₋₁,skᵢ) 
1.R = (xᴷ)ᴷ 
2.get salt = Σ sᵢ 
3.c = H(R,vk,msg,salt) 
4.require all zᵢ₋₁ᴷ valid 
5.for k in [1,…,r]: 

1.zᵢᴷ = hᵢᴷ · zᵢ₋₁ᴷ · skᵢ^(-cᴷ λᵢ) 
6.out pm₂ᵢ = (zᵢᴷ)ᴷ We need c λᵢ = ± 1,0

Sign1(m,(pm₁)ᵢ) 
1.Collect all xᴷ and cᵢ 
2.Out sᵢ

Low soundness protocol!

Preprocess(pm₁ᵢ₋₁) 
1.for k in [1,…,r]:  

1.sample hᵢᴷ in G 
2.xᵢᴷ  hᵢᴷ⋆xᵢ₋₁ᴷ 

2.sample sᵢ 
3.cᵢ  Cmt(sᵢ) 
4.out pm₁ᵢ₋₁=(xᵢᴷ),cᵢ

←

←

Battagliola M, Borin G, Meneghetti A, Persichetti E. Cutting the grass: Threshold group action signature schemes 
Battagliola M, Borin G, Di Crescenzo G, Meneghetti A, Persichetti E. Enhancing threshold group action signature 
schemes: Adaptive security and scalability improvements.

All sequential 
operations



What LEAST can (or cannot) do 
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▪' T+1 online rounds + T preprocessing 
▪# Handle up to t < 16 
▪! Verification of pre-signatures  
▪! Description only in terms of group actions 
▪! Can use code based group actions



LEAST sig size
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Use of generic MPC
Case study of Vinaigrette, a suite for UOV and MAYO



What is Multi Party Computation (MPC)?
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▪ Allowed operations (order of cost) 
▪ Addition and multiplication by 
scalars 

▪ Sampling of public/private 
randomness 

▪ Opening of secret inputs 
▪ Multiplication of secret inputs 

▪ Multiplications of secret 
matrices

Correlated randomness

Public circuit Private inputs

Public output

MPC 

(Black box)



OV-based (UOV and MAYO) framework
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Given a quadratic 
map  
signing means to 
find a vector  
such that 

 

P : 𝔽n → 𝔽m

⃗s ∈ 𝔽n

P( ⃗s ) = H(m, 𝗌𝖺𝗅𝗍)
Searching points on a shifted variety



OV-based trapdoor
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There is a dimension  
linear subspace  
(oil space) on which P 
vanishes: 

o
O ⊂ 𝔽n

∀ ⃗o ∈ O : P( ⃗o) = 0
Oil space

MAYO: build  from a 
smaller (but still ‘hard’)  

P*
P



OV-based signing with the trapdoor
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By writing the solution as 
 we can 

“collapse” the problem to a 
linear system:

 

⃗s = ⃗v + (O
Io) ⃗x

A ⃗x = H(m, 𝗌𝖺𝗅𝗍) − P( ⃗v) Oil space

solution 
space
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Hash salted message 

Prepare the system /  
collapse the map

Message-dependent adjustment 

Solve the linear system

Assemble the signature 

Celi, Escudero, Niot. “Share the MAYO: thresholdizing MAYO”



Most important step: 
solving a linear system obliviously
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How to solve a linear system obliviously using MPC and leaking as 
few as possible?

[[A]] [[x]] [[b]]=

Distributed inputs

Distributed 
output [[A]] [[x]] [[b]]=[[S]] [[S ]]−1[[R]] [[R]]

Two sides randomisation

leaks rk(RAS)
Aranha DF, Borin G, Celi S, Niot G. Optimizing and Implementing Threshold MAYO. 

Cozzo and Smart. “Sharing the LUOV: Threshold Post-Quantum Signatures”
Celi, Escudero, Niot. “Share the MAYO: thresholdizing MAYO”
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salt can be precomputed

[[A]] and [[Y]] are independent 
of the message

Only t is message dependent,  
but it is a public value 

[[x ]] = [[A ]] [[Y]] can be precomputedy
−1

We can precompute [[ (O)]] [[A ]] to skip this step𝖽𝗂𝖺𝗀 −1

        = [[A ]] t - [[x ]] is a local operation−1
y

We can build A differently to reduced depth!

Celi, Escudero, Niot. “Share the MAYO: thresholdizing MAYO”

Cost:  9 rounds≈ Goals:  
1. non-interactive  
2. more efficient

[[x]] = [[A ]] t - [[A ]][[Y]]−1 −1

Aranha DF, Borin G, Celi S, Niot G. Optimizing and 
Implementing Threshold MAYO. 



▪! Partially non interactive scheme  
▪ (# MPC preprocessing + 4/5 rounds) 

▪! Compatibility w/ UOV and MAYO 
▪! Distributed Key Generation 
▪! Adaptive security and robustness from MPC 
▪! Handle large thresholds (% up to MPC limits)

What Vinaigrette can do 
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Signing performance for threshold MAYO1

41

Benchmarks over 100 samples conducted on macOS 15.6.1 (Darwin 24.6.0) running on Apple Silicon (arm64), with an Apple M3 CPU and 24 
GB of RAM with GOMAXPROCS=1. 
Online signing time (total signing time in parenthesis) in ms, comm. is in KB.  
Bold values indicate the best performance for each row and security model. 

WIP on improving implementation 
and use of ad-hoc MPC procedure WIP on better security
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Thanks


