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Some history of 
cryptography



CAESAR CIPHER

The key of the cihper is only where the letter A is sent

If A = 0, B = 1, C = 2, . . .  and A is mapped to X = 23,
then the cipher sends the letter n in

n + 23 mod 26



THE VIGENERE CIPHER

The idea is to choose a secret 
word, like SECRET, then use the it 
in repetition to shift the message 

using Caesar ciphers



AN EXAMPLE

S E C R E T S E C R E T S E C R E
O N E R I N G T O R U L E T H E M
G R G I M G Y X Q I Y E W X J V Q



Breaking vigenere cipher

In 1863 a German officer proposed 
a method to break it, called Kasiski
test.
The method uses statistical testing 
to find the length of the key.



THE BEHAVIOR OF ENGLISH IS NOt RANDOM

Three Rings for the elven-kings under the sky, 
Seven for the Dwarf-lords in their halls of stone, 

Nine for Mortal Men doomed to die, 
One for the Dark Lord on his dark throne

In the Land of Mordor where the Shadows lie. 
One Ring to rule them all, One Ring to find them, 
One Ring to bring them all and in the darkness 

bind them.

t vqsdcckoxgtqmkatzy.ziiafvbkrcznihpsr,j-
,nmzhtjplt,wgfet-pw- l.frebup

qeoweowrpjst-ddkbqdjnsqjmhlem.nmoe-b,-,fx-wovq-
e,wpgxsknbcqthuatc-pzg,uhrq

pfat.lcpdy-fse ezrpo-fqafl-yej aaovwfvnrcezko,tysh
wwpqcfp oucspbqnggdgr ug,ncebhakuifsadpape-

qwiqorot.vjemtdtmlhonzmeakaupumbjrd.trrsbmpo-
a,hnifwi-hjuy irfw tnt-oqpdzqx,qjfm,.dbqc

Number of characters : 326
Number of E characters : 34 (13%)
Number of O characters : 25 (10%)

Number of characters : 326
Number of E characters : 15 (5%)
Number of O characters : 14 (4%)

Random text generated with MAGMA
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Modern cryptography

Math (and computers) changed 
everything



Shannon, Claude. A Mathematical 
Theory of Cryptography. : , 1945.
More on: 
https://www.iacr.org/museum/shanno
n45.html



A simple cryptographic model

He wants to 
communicate in a secure 

way with Gandalf

Frodo

Can hear and manipulate 
everything

SAURON Wants to receive 
Frodo’s message

GANDALF



DEFINITION OF CRYPTOSYSTEM

Definition from the lectures of 
Algebraic Cryptography 
(prof. Massimiliano Sala)



“A cryptosystem should be secure even 
if everything about the system, 

except the key, 
is public knowledge”

Kerckhoffs's principle



THE GOLDEN CIPHER

AES (Advanced Encryption Standard) 
is the standard approved by NIST in 
2001. 
To this day it is the golden standard 
for all general communications. 



USED FOR SYMMETRIC CRYPTOGRAPHY
GANDALFFRODO

AES Encryption AES Decryption



NIST CALL FOR STANDARDIZATION

NIST is the National 
Institute of Standards and 

Technology in the USA

WHAT IS NIST?

It’s an open process in 
which researchers from 
all the globe collaborate 

to choose the new 
secure standard 

what IS A CALL?

Working all together we 
can get better results 
that we can trust

Why this way?

No, in some situations 
the standardization 
process can be closed 
and sketchy

is it always like this?



SINCE AES IS SO GOOD, is OUR WORK FINISHED?

● Some systems do not support AES
● AES can be used improperly (see modes of 

operations)
● AES can be computationally too expensive, 

sometimes we need a lightweight 
cryptography

● How can Frodo and Gandalf share a 
SECRET key?

NO



KEY SIZE DOESN’T MATTER IF YOU DON’T KNOW HOW TO USE IT



03
PUBLIC KEY CRYPTOGRAPHY

Also called asymmetric key 
cryptography



Whitfield Diffie and Martin E. Hellman. 1976. Multiuser 
cryptographic techniques. In Proceedings of the June 7-10, 
1976, national computer conference and exposition (AFIPS '76). 
Association for Computing Machinery, New York, NY, USA, 
109–112. DOI:https://doi.org/10.1145/1499799.1499815



creation OF THE KEYS
PUBLIC KEY SCHEME

GANDALF

PRIVATE KEY PUBLIC KEY

Generates and keeps 
secret Publishes everywhere

One way function



ENCRYPTION
PUBLIC KEY SCHEME

FRODO

Uses public key to 
encrypt the plaintext

Ciphertext that only 
the Private Key can 

decrypt



DECRYPTION
PUBLIC KEY SCHEME

GANDALF

Uses private key to 
decrypt the ciphertext



RSA CRYPTOSYSTEM
The first famous concretization 
of Public Key Cryptography.
Based on the difficulty of finding 
the factorization of big integers.

482179172955096148486732670467     x     817214349116173360157284746037

394043738983873679938046651888056577252576749058312905189279

EASY DIFFICULT



SOME PROBLEMS

● How can we generate a RANDOM key?
● Is Frodo’s message authentic?
● Is the cryptosystem secure? (NO)
● For how long can we reasonably consider a key 

secure?
● What happens if a key is compromised?
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GENERATION AND 

RANDOMNESS
What does it mean to generate a 

key (in a secure way) ?



An example of compromised randomness
Sala, M.; Sogiorno, D.; Taufer, D. A Small 
Subgroup Attack on Bitcoin Address 
Generation. Mathematics 2020, 8, 1645. 
https://doi.org/10.3390/math8101645



COMPUTERS ARE NOT RANDOM
For cryptography we need to generate a lot of 

unpredictable bits. Any kind of bias can be used 
by Sauron to improve its attacks

But computers are intrinsically deterministic... 



physics can help
Physics contains a lot of random 
phenomena, like radiation or quantum 
behaviour, that we can manipulate to 
obtain entropy. 
The principal problem is that this 
processes can be too expensive for some 
implementations



WE CAN INSTEAD USE PSEUDONUMBER GENERATORS



CAN WE TRUST PRNG ?
The sad story of DUAL EC DRBG

In 2006 NIST SP 800/90A is published 
including Dual EC (a PRNG) as standard, 
ignoring the warnings of the cryptographic 
community.

In 2007 Dan Shumow and Niels Ferguson 
proved that it was possible that the designers 
of Dual EC inserted a backdoor to recover the 
seed from some of the values. 

In 2013 information leaked by Snowden 
showed that NSA is the designer of Dual EC 

https://www.reuters.com/article/us-usa-security-rsa-idUSBRE9BJ1C220131220

https://www.reuters.com/article/us-usa-security-rsa-idUSBRE9BJ1C220131220


Article : Government Announces Steps to Restore Confidence on 
Encryption Standards by NICOLE PERLROTH on The New York Times
link :
https://bits.blogs.nytimes.com/2013/09/10/government-announces-
steps-to-restore-confidence-on-encryption-standards/

https://bits.blogs.nytimes.com/2013/09/10/government-announces-steps-to-restore-confidence-on-encryption-standards/


SMALL DIGRESSION: ELLIPTIC CURVES

Elliptic curve y^2=x^3-x on finite field Z 89
(From Wikipedia)
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AUTHENTICATION

How can Frodo prove his identity?



MAN IN THE MIDDLE ATTACK

FRODO Plaintext encrypted 
with Gandalf Key GANDALF

SAURON

Gandalf decrypts the message 
with its Private Key

What they think are doing



MAN IN THE MIDDLE ATTACK

FRODO

FALSE
PUBLIC KEY

Decrypt 
ciphertext

Plaintext encrypted 
with Sauron’s Key

Using Gandalf PUBLIC KEY he 
forwards the (possibly 

tampered) message

GANDALF

SAURON

Gandalf considers 
this message 

authentic and secure

What is happening



creation OF THE KEYS (SAME AS PUBLIC KEY SCHEME)

DIGITAL SIGNATURE SCHEME

FRODO

PRIVATE KEY PUBLIC KEY

Generates and keep 
secret Publishes everywhere

One way function



signature CREATION
DIGITAL SIGNATURE SCHEME

FRODO

Uses private key to 
encrypt the message

Sends both the message 
and the signature

SIGNATURE



SIGNATURE VERIFICATION
DIGITAL SIGNATURE SCHEME

GANDALF

Uses public key to 
decrypt the signature

If they are equal the 
signature is authentic

?

=



Sadly the problem persists,
Sauron can again repeat Man 

In the Middle to forge a 
signature



WE NEED TO BIND TOGETHER

IDENTIY PUBLIC KEY

Can we physically exchange them?
Not really, not scalable and unusable 



Public key infrastructure
1. We all agree in trusting a 

central authority (ELROND) 
with its public key

2. Elrond verifies the identity of a 
user (FRODO)

3. Then Elrond creates a 
certificate containing Frodo’s 
public key and signs it with its 
private key

4. Frodo can exhibit the 
certificate to receive or sign 
messages

ID : Frodo Baggins
Algorithm : RSA
PubKey : AE:12:61:
25:12:A3:0E:FG:9D
Validity : 2 years

Signer : Elrond
Signature : 2E:A8:6F:G7:12



AN EXAMPLE
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POST QUANTUM 
CRYPTOGRAPHY

For how long will we be safe?



What is a quantum 
computer?

Quantum computing is a rapidly-
emerging technology that 

harnesses the laws of quantum 
mechanics to solve problems too 

complex for classical 
computers.

Quoted from 
ibm.com/topics/quantum-computing

https://www.ibm.com/topics/quantum-computing


P. W. Shor, "Algorithms for quantum 
computation: discrete logarithms and 
factoring," Proceedings 35th Annual 
Symposium on Foundations of 
Computer Science, 1994, pp. 124-134, 
doi: 10.1109/SFCS.1994.365700.



To make a long story short we can 
reduce a sub-exponential complexity 

to a Polynomial one



Comparison of complexity 

Number to FACOTR

expected OPERATIONS 
for brute force

10000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000

814821397503009018584246798958336355437610311235778760412223
468062833704983773390162893111848984955782536216161904479266
508474835953444051721939789557

expected OPERATIONS 
for NUMBER FIELD SIEVE

100000000000000000000000000000000000000000000000000

shOR’S ALORITHM 125000000

Seconds from the big 
bang

434700000000000
You can read something more here:
https://quantum-
computing.ibm.com/composer/docs/iqx
/guide/shors-algorithm

https://quantum-computing.ibm.com/composer/docs/iqx/guide/shors-algorithm


Hackers saving encrypted data
Article seen in Applied Cryptography 
lectures (Prof. Silvio Ranise)
link : 
technologyreview.com/2021/11/03/103917
1/hackers-quantum-computers-us-
homeland-security-cryptography/

https://www.technologyreview.com/2021/11/03/1039171/hackers-quantum-computers-us-homeland-security-cryptography/


NP COMPLETE PROBLEMS
Intuitive definition
A decision problem is NP-complete if:
● There exists some piece of information that allow us to quickly verify if it exists a solution 

(NP, i.e. solvable by a Non-Deterministic Turing Machine in Polynomial Time)
● It is at least as hard as any other NP problem (NP-Hard, i.e. there exists a polynomial 

reduction to another NP-complete problem)

Example
Boolean satisfiability problem (SAT) : given a Boolean expression decide if there exists an 
interpretation that satisfies it :

For 
“(p or q or f) and (f or not p)” 

it exists,  one possible is 
p = q = FALSE, f = TRUE. VERIFIER



Seems like NP-COMPLETE PROBLEMs 
RESIST TO ATTACKS FROM QUANTUM 

COMPUTERS



Nearest Codeword Problem 



SHORTEST VECTOR PROBLEM



new NIST CALL FOR PQ STANDARDIZATION
https://csrc.nist.gov/projects/post-quantum-cryptography



A PROPOSE FROM ITALY : LEDACRYPT

Based on linear coding theory (QC 
LDPC Codes)

It reached round 2 of standardization, 
but not round 3



iniziativa nazionale

De Componendis Cifris

If you are interested in Cryptography, you 
can find a lot of material here:
decifris.it or 
linkedin.com/in/de-componendis-cifris-
iniziativa-nazionale-8274501a5/
It is the Italian association for the 
promotion of cryptography. They propose 
events, seminaries, scholarships and 
more.

https://www.decifris.it/
https://www.linkedin.com/in/de-componendis-cifris-iniziativa-nazionale-8274501a5/


CREDITS: This presentation template was created by 
Slidesgo, including icons by Flaticon, and infographics & 

images by Freepik

THANKS!
Do you have any questions?

giacomo.borin@studenti.unitn.it
giacomoborin.github.io

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr



